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In less than a month the Red Flag Specific industries are going to be

rules will be in full effect. May 1, effected by this new law including,

2009. is the final deadline for but not limited to: banks, credit

companies to comply with these new unions, guto dealers, utility

rules set forth by the FTC, FDIC, companies, and health care

OCC, Federal Reserve, OTS and providers. Any company that holds

NCUA. All financial institutions a covered account for its customers

will be effected by these new Red

creditors, and other covered account
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based entities must be in compliance

with these rules by the deadline. The

fines and penalties that are in place, n j ' U s H

should an organization not be in 2
. . MANAGED-IBENTITY THEFT SOLUTIONS

compliance, are potentially

devastating.

National ID Recovery’s NEXUS
ID is a turnkey product that can
have any company threatened by
Red Flag compliance, fully
compliant in a very short time.
NEXUS ID generates your required
red flag regulatory compliance

Inside this issue:

Red Flag Deadline

documents, trains employees on the ; 1
Approaching
newly added rules and responses to
red flags, verifies the identities of
clientele, and offers the nation’s
The Red Flag rules were created by leading Identity Theft Recovery
the government to make sure Program should there be a loss.
financial institutions and creditors Visit www.nexusid.com or call Texting Scams 2
have an Identity Theft Prevention 877-376-3987 for more details.
Program in place. This programs
purpose is to prevent, detect, and
mitigate identity theft within the
institution. These rules are a part of O Ve RER BY
the Fair and Accurate Credit N J J ALY Data Breaches 3
Transactions Act (FACTA) that was HATTON A g COVERY

passed in 2003. FACTA officially
went into effect January 1, 2008.


http://www.nexusid.com
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Texting Scams

During this economic recession,
there has been an increase in
Identity Theft scams. Though
new laws are in place to deter
thieves, identity thieves still view
this crime as a crime that bears
fewer consequences. As a matter
of fact, statistics show that every
60 seconds, more than 28 people
become a victim of Identity Theft.
One of the newest scam types that
has added to this statistic, is text
messaging scams.

Text message scams can occur
when you receive a Short
Messaging Service (SMS) from a
thief perpetrating as someone they
are not. The most common
perpetration is financial
institutions. The thief will send a
message stating that you must call
a 1-800 number to reactivate a
suspended ATM/Debit card. It is
pertinent to know that banks will
never text you about a problem
with your account, nor ask for any
information regarding your
account via an SMS service. They
will always communicate with
you by calling or sending a letter
in the mail, explaining anything
that is needed or updating
information.

Text messaging scams are hard
to track because typically the
number originates from overseas.
When the police pursue and
attempt to eliminate this type of
scam, the only recourse they
have, is to shut off the telephone
number associated with them. By

originating overseas, it makes it
extremely difficult for police to
identify who’s ultimately
responsible for the damage done.
Scamming is a cycle. Scam artists
will continue to try, and try again,
to come up with new ways to dupe
us, even if they risk getting caught.

Here are some tips that can help
decrease your chances of getting
involved in financial scams
through SMS:

e Do not reply to text messages
from numbers you do not
recognize, without verifying
the number first.

o Call the telephone number if
you do not recognize the
number in text message, and
never give out personably
identifying information.

o If you notice you been
involved in a text message
scam, call National ID
Recovery to help you take the
appropriate steps.

If you need to contact your
financial institution, use the
number on the back of your
ATM/Debit card. Your
financial institution will never
SMS message you.

e Always monitor your bank
statements monthly.

e Report unrecognized text
messages to your cell phone
provider. If additional charges
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appear on your bill, you will have
created a record with the phone
company of the fraudulent causes.

Identity Theft has been the
number one complaint to the
Federal Trade Commission (FTC)
for the past nine years. Follow
these NIDR tips to cutback your
chances of being another statistic
of Identity Theft.

877-253-0100
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Published Data Security Breaches Reported for 2008

There have been approximately 143 Published Data Breaches
since January potentially exposing more than 1.8 million individuals to identity theft.

Company

Type of Breach
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Citizens

New York City Office of Payroll

Exposed

Administration, The Organization of Staff Lost Document 3,470
3/06/09

Analysts
3/06/09 | Bottle Domains Hack 60,000
3/06/09 | Federal Emergency Management Agency | Stolen Laptop 50
3/06/09 | Idaho National Laboratory, UPS Snail Mail 59,000
3/08/09 | New Forest District Council Web 2,000
3/09/09 | Sonoma County Sheriff Stolen Laptop 1,000
3/09/09 | Pentel of America Ltd Hack, Web 2,076
3/11/09 | Gwent Police Lost Media 2,300
3/11/09 | Coleman for Senate Web 4,716
3/12/09 | Wiltshire County Council Web 146
3/16/09 | University of Toledo Stolen Computer 24,450
3/17/09 | Shell Qil Hack, Web 5,900
3/17/09 | Penn State University Virus 1,000
3/18/09 | Kentucky Retirement Systems, Walgreens |Email 28,000
3/18/09 | University of West Georgia Stolen Laptop 1,300
3/18/09 | Central Ohio Transit Authority Unknown 900
3/18/09 |New York City Housing Authority Disposal Document Unknown




